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Diffusion Server AWS Deployment guide 

Before You Begin 

It's assumed that you have: 

• an AWS account, 

• an EC2 key pair 

System Requirements 

The amount of CPU and system memory your Diffusion Server requires depends on the 

number of client connections, data topics, and the number of messages sent to and from the 

Diffusion Server. The free demo version supports up to 5 client connections. 

For more information about required system resources, such as vCPUs, memory, and storage, 

see the resource calculator. 

Step 1: Get an AMI 

You can get the AWS machine image (AMI) from AWS Marketplace  

1. Navigate to the DiffusionData page of the AWS Marketplace, and if you haven't 

already, log into your account. 

2. Select the desired version of the Diffusion Server to launch. 

3. On the Subscribe to this software page, review the Terms and Conditions and 

product details. When you're done, click Continue Configuration. 

4. On the Configure this software page, review the following settings and update them 

if necessary and click Continue to Launch when finish: 

a. Fulfilment option 

b. Region 

5. On the Launch this software page, review the Usage instructions. Then, from the 

Choose Action dropdown menu, select Launch through EC2. 

6. Click Launch. The Launch an instance page opens. 

Step 2: Configure the Instance 
To configure your EC2 instance, do the following: 

 
Under Application and OS Images (Amazon Machine Image):  

• If you used your AWS account to get your AMI, select My AMIs. Then, select 

Shared with Me and choose your preferred AMI. If you used AWS Marketplace to 
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get your AMI, your AMI is automatically selected for you under the AMI from 

catalogue tab. 

 
• Under Key pair (login), choose your authentication key pair for your Diffusion 

Server EC2 instance. This key pair is used to log in to the EC2 instance.  

 
• In case you do not have a key pair created yet, create a new one and download the 

PEM file.  
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• Under the Instance type, choose an instance that meets your resource needs (for 

example, for evaluation purposes, you might choose t4.micro). For information about 

the resources provided by the various instance types, see Amazon EC2 Instance 

Types. 
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• Under Network settings, select an existing security group or create a new one that 

suits your use case. 

 
• Under Configure storage, select the size of your storage volume. 
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• Click Launch Instance. When your instance has launched, the EC2 dashboard shows 

the Diffusion Server instance under Instances. Here you can find the external and 

internal IP addresses of the instance.  

 
• Please make sure that the following security settings are applied for the EC2 instance: 
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Step 3: Access the Diffusion Server EC2 Instance via SSH 
Please note that Diffusion Server does not come with default user accounts. Thus, to log in to 

the web console, you need to manually add at least one user's credentials. To do this, you 

need to connect to your EC2 instance via SSH and add these details. 

 

• Connect to your EC2 instance., you can SSH into your EC2 instance with your private 

key using the public IP address and port 22. You can get the IPO address from the 

AWS console (Public IPv4 DNS). Please use “ec2-user” as a username to connect to 

the CE2 instance.  

 
• As soon as you successfully connected and logged in to the EC2 instance enter the 

following commands: 

cd /opt/Diffusion/persistence 
nano SystemAuthentication.store 
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• As a result, you open SystemAuthentication.store file with the text editor where you 

should add credentials for at least one role: 

add principal “admin” “password” [ “ADMINISTRATOR” ]  
Later you will be able to add more users via the web Console. 

Please ensure that you use strong password 

 

Step 4. Login to Diffusion Server Console  
• This is the final setup step. Please open your favourite web browser and navigate to 

http://<Public IPv4 DNS>. Please note, that the Diffusion server installation does not 

come with the preinstalled SSL certificate so, you’ll see the following warning 

message from the browser: 
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• As soon as you accept that warning you’ll be navigated to the following page: 
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• Click on the “Go to console” button and enter the credentials you’ve created on the 

previous step to the Login dialog. 

 
• Finally, navigate to the License section and check the details of your licence:  
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